
The research project “Power System Cognification” investigates 
the necessary designs of power grids to meet the new demands 
in times of renewable energies and energy communities.

Much is about to change for our power grids in the next few years. Our electric 
energy will no longer be provided by a few big power plants but instead by  
decentralized power generation, for example photovoltaic systems. This trend  
has already started. But also the energy demand will fundamentally change due  
to the increasing amount of E-mobility and the transition from heating with oil  
and gas to heating with heat pumps. This development will be intensified by  
regional energy communities which improve the efficiency of distributed energy 
systems and the coordination of regional consumption.



Our medium and low voltage power grids serve as supply base for many residential, business, and 
industrial customers and have to be adapted to the new challenges constantly in order to remain 
fail-safe. To achieve this, the project Power System Cognification (PoSyCo), which is led by Siemens 
and the Austrian Institute of Technology (AIT), was launched: Our power grids shall be transformed 
into smart grids – fully automatic, predictive, and digitalized systems that detect problems early 
and implement advanced protective features, for especially preventing power-outages and grid 
overload. The model region aspern Seestadt serves as a research area to investigate how these 
goals can successfully be implemented.

Showcase 1 Plug     &   Play Sensor Roll-Out
• In a certain supply area the number of connection requests for 

electric vehicle charging stations rises.

• The grid planner wants to be on the safe side and implements a 
permanent monitoring and an optional add-on for active charging 
management.

• The grid planner defines type and location for the implementation 
within the grid architecture.

• A technician receives the task to install the new monitoring 
system in the chosen transformer station.

• The service technician arrives at the transformer station,  
verifies the location via QR-Code and begins the installation.

• The configuration gets transferred to the device.

• The device logs in at the SOFTprotection BackEnd.

• If available, new updates are installed and then the  
transmission of measurement data begins.

• The SOFTprotection operator checks if everything is alright.

• If so, the data streams of this sensor are labeled as validated  
and ready-for-use.

• The sensor transmits measurement data and the grid planner  
has detailed information of the respective supply area available.

• The connection demands for electric vehicle charging stations  
can now be handled based on real data.

• The SOFTprotection BackEnd automatically derives the complete 
configuration from the planning environment and provides it in 
the download area.

• The technician picks up the correct devices from the warehouse 
of the distribution grid operator.

• The barcode gets scanned and the configuration is downloaded.

• The task instruction includes the designated installation location 
so the technician sets off.

• Until now, the energy demand of the inhabitants was passive  
and easy to predict.

• The low voltage grids are equipped with capacity reserves and  
no detailed supervision is needed.

• As explained in the showcase before, a SOFTprotection measure-
ment system has been installed in aspern Seestadt due to a recent 
increase of requests for electric vehicle charging stations.

• Now the residents themselves want to become part of the energy 
transition.

• The aspern Seestadt residents have switched to electric vehicles,  
have installed photovoltaic systems and participate in energy 
communities.

• The grid sensors provide continuous monitoring and send  
alerts when thresholds are exceeded.

• These alerts are sent to the SOFTprotection BackEnd where  
they get processed.

• The SOFTprotection operator gets notified and quickly has  
to find the source of the problem.

• SOFTprotection receives an alert and requests error logs  
(= high resolution measurements).

• To support the trouble shooting process SOFTprotection  
requests data of topologically related sensors as well.  
This can include sensors at the supplying transformer,  
neighboring grid branches and neighboring transformers.

• The SOFTprotection operator starts his day and logs  
in to SOFTprotection.

• With all the additional information gathered it is very easy  
to identify the underlying problems of all reported alerts.

• Now the SOFTprotection operator has to decide how urgent  
and critical the issue is.

• SOFTprotection supports all further steps. Options range from 
closely monitoring the grid section to sending a technician.

• Additional functionalities can be added to make smart solutions  
like grid capacity management possible.

• In this case the SOFTprotection operator opts for the smart  
solution of an active capacity management.

• The request is sent to the grid planer who now uses a planning  
tool like in Showcase 1, to define the optimal configuration for  
this functionality.

• The new functionality can be installed and activated via  
SOFTprotection BackEnd without the need for on-site work.

Showcase 1 & 2 Grid Supervision
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Highlights & Insights
Over the years, the assumption that an increasing amount of load information down 
to the low-voltage range will be required for efficient and safe operation of the 
distribution grids has been substantiated. Analyzes have shown that a combination 
of data from smart meters with precise measurement data from a few sensors 

distributed in the low-voltage network as well as the transformer stations is the best and cheapest 
combination to create the necessary transparency regarding network utilization. However, the question 
now arises as to how the existing network infrastructure can be easily and inexpensively retrofitted. For 
this, the “Enhanced Grid Sensor” (EGS) is being developed as part of PoSyCo as a “One Device Solu-
tion”. It contains a measuring mechanism that has 3 voltage and 3 current measuring inputs, a powerful 
data processing unit for determining all derived variables such as P, Q, U, cos phi, frequency and a 
configurable averaging function, a power supply and an LTE / Bluetooth LP communication unit. Another 
research question covers the topic of the interaction with sensor networks. Wireless temperature 
measuring sensors or e.g. door opening sensors can be integrated via Bluetooth low energy communica-
tion. For applications in which only one voltage measurement but several current measurements (e.g. 
busbars with several outlets) are required, the concept of a cost-effective current measurement module 
as an extension of the EGS is currently being researched. This module will scan the measured current 
values and makes them available to the EGS after synchronizing via the phase zero crossings. In order to 
make the EGS future-proof, it is equipped with a container framework and two Ethernet interfaces, so 
that in the future higher-level functions or communication protocols than SIAPP (see highlight Hybrid LV 
Grid Controller) can be loaded. This makes it easy to integrate such sensors into various IoT environ-
ments, but also into classic automation systems.

IoT sensor system as 
One-Device-Solution

In the showcase “Grid Supervision” the method of active 
capacity management has been chosen, adapted (over the 
course of the project it has been to now focus on the grid 
friendly charging of electric vehicles) and has been imple-

mented as so called SIAPP on an automation system of the SICAM A8000 series by using a Docker-like container 
framework. The “Hybrid Grid Controller” runs in the SIAPP-Container as a distributed SOFTprotection solution.  
It monitors the load of the trafo, in the individual outgoing circuits and the voltage level in the low voltage grid.  
If the predefined limit values are violated and the problem cannot be solved by the adjustable local network 
transformer, the algorithm begins to reduce the permissible charging power step by step.

For demonstration purposes, a first, very simple test case was carried out in the real laboratory. The charging 
process of the test vehicle exceeded the permissible power in one of the outlets, which was identified by the 
Hybrid LV Grid Controller. The Hybrid LV Grid Controller then attempted to bring the electrical power back into the 
permissible range in the individual phases by gradually reducing the permissible charging power per charging 
station in 10 % increments (related to the maximum charging power). This behavior, which can be observed when 
charging a BMW i3, is shown below. After the successful tests on the laboratory test site, tests can now also be 
carried out in the garage in aspern Seestadt, e.g. with ASCR’s own Tesla.

System tests in outdoor labs and aspern 
Seestadt Hybrid LV Grid Controller
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Over the course of the three-and-a-half-year project period, the 
conventional grid protection concept was expanded to include 
intelligent add-ons. This „SOFTprotection“ system now represents 
a function to avoid grid overloads.

The economic assessments in the PoSyCo project primarily examined Showcas-
es 1 and 2 on an exemplary network section. One of the main results is that 
timely grid digitalization can definitely result in economic advantages in the 
operation of a distribution grid. These arise primarily from delayed grid 

expansion measures and avoided customer complaints (e.g. in the event of a grid failure due to 
excessive charging). However, the extent of these advantages is highly dependent on the age of the 
individual grid components and thus on the selected period under consideration. For example, 
advantages compared to conventional grid expansion can be high in 2040, but significantly lower in 
2050, since the technical service life of the cables has been reached and they then have to be 
replaced anyway. Other parameters (e.g. the number of new personnel roles in network operation, the 
cost of installing cables, the digitalization rate of network sections, component availability or infla-
tion) also have a significant impact on profitability.

Findings from economic  
evaluations

Current Current



As a result of this project, it is now clear how a network opera-
tor can implement and control the extended network protection 

both technically and in the organizational processes. The information sources created 
for this purpose enable improved analysis and faster clarification of faults. As a result, 
future energy systems with a high proportion of renewable, volatile generation and 
flexible loads such as e-mobility or battery storage systems can be operated more 
reliably and safely. In this way, the ultimate goal of every network operator – to 
ensure security of supply – can continue to be achieved, also with regard to the many 
future challenges such as the integration of energy communities. Based on the find-
ings of an economic case study and the further SWOT analysis, strategies and meas-
ures were identified that can support the energy transition through grid digitalization. 
The knowledge gained from the project forms the building blocks for future standards 
and guidelines, standardized components and business cases. Thanks to the know-
how built up in the project team in recent years, the partners were able to implement 
and test the „SOFTprotection“ approaches in their testbeds. The results of PoSyCo 
will contribute to further projects and through the dissertations, diploma theses and 
the ASCR DemoCenter, they will be disseminated among stakeholders of various kinds 
and enrich the overall scientific know-how in the areas of energy transition and 
intelligent power grids.

The model region, which is investigated by the project PoSyCo – located 
directly at aspern Seestadt in Vienna – provides the perfect environment for 
SOFTprotection: It contains intelligent buildings with decentralized production 

of electrical power and heat. Furthermore, the entire necessary communication infras-
tructure is already in place there. The power grid can be monitored and all necessary 
data collected. The residents are involved and provide information on usability, 
security, and data privacy. The SOFTprotection system will be developed during the 
project and will partly be tested under real conditions in collaboration with Aspern 
Smart City Research (ASCR).

Research in  
aspern Seestadt

Exploitation of the results

The showcases described above show very nicely the idealized process for the integration of 
new SOFTprotection applications. The related PoSyCo WP5 aims to integrate the developed 
SOFTprotection into existing processes. The focus is not only on the technical integration, 
but also very much on the topic of the interaction of modern tools with employees. The 

design of the use cases and the definition of the roles has shown that many more people with different 
perspectives, information needs and previous knowledge will have to interact with the envisioned 
SOFTprotection system. In the Wiener Netze digitalization laboratory, created specifically for this purpose 
as part of PoSyCo, the primary aim is to make the added value visible to the newly identified users. 
There, the showcases can now be implemented as prototypes with the help of the technical functions 
and representations via user interfaces, embedded in the future “workplaces” – a “cockpit of SOFTprotec-
tion”. An important requirement is real interaction, meaning that instead of Power Point, videos or static 
dashboards, for example, a sensor can be picked up and the process integration from installation and 
connection to visualization and processing of the data can be experienced firsthand. This is intended to 
ensure well-founded feedback with regard to the operating processes that will be required in the future.

A day in the  
Digitalization Lab

Investments in network digitalization must therefore be carefully considered. A SWOT analysis (Strengths, 
Weaknesses, Opportunities and Threats) in the project showed that in addition to increased efficiency in 
network operations, customers could also be offered new services in the future. In order to take a closer 
look at this, the following measures appear to be central:

• DSOs should act as enablers to support future customer needs (e.g. for energy communities, 
prosumers, flexible load sharing). Only then can new customer services be offered (e.g. data insights 
into the voltage quality, warning messages as soon as the connected load reaches e.g. 80 %, 
flexible tariffs, etc.). Internal processes and roles must be adapted to this vision.

• Set up a proactive external discussion process with stakeholders (e.g. energy communities, prosum-
ers, charging station operators, aggregators, etc.), regulators and politicians to identify and develop 
the correct digital and grid-related services.

• Use the additional income from new services to ensure affordable basic services in the long term.

• Build a “Safe and Secure by Design” architecture with little dependence on external actors.

• Establish an appropriate recruitment process for well-trained employees, e.g. through tailor-made 
trainee programs for digitalization.
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